Digital Forensics & Cyber Security (Class Size: 25 Trainees)
[bookmark: _Hlk234805769]TRADE WISE BASELINE VERIFICATION OF TRAINING INSTITUTE
Technical Evaluation Criteria
[bookmark: _Hlk234805783]Name of Institute: _________________________________________
Procurement Entry Code: __________________________________
Address: __________________________________________________________________________________________________________________________________________________________________________________________________________Contact Number and Email: ________________________________________________________
PART-I
Mandatory Requirements (Pass / Fail)
Failure to comply with any one of the following requirements shall render the institute Technically Non-Responsive.
	S#
	Mandatory Requirement
	Verification
	Status (Pass / Fail)

	1
	Relevant Lead Trainer available during physical verification with documentary proof of employment/engagement.
	Physical
	

	2
	Dedicated Computer Laboratory, Networking Laboratory and Theory Classroom available.
	Physical
	

	3
	Minimum 80% of required computers, networking equipment and cyber security laboratory equipment available and fully functional.
	Physical
	

	4
	Minimum 80% of required software, virtualization tools and digital forensic software installed and operational.
	Physical
	

	5
	Reliable electricity, UPS backup, high-speed Internet, first aid facilities and fire safety arrangements available.
	Physical
	


PART-II
Technical Evaluation (75 Marks)
A. Tutor Qualification & Experience (20 Marks)
	Requirement
	Marks
	Obtained

	BS Computer Science, BS Information Technology, BS Cyber Security, BS Software Engineering or equivalent
	6
	

	Master's Degree in Cyber Security, Digital Forensics or Information Security (Preferred)
	2
	

	Minimum 3 years teaching/training experience in Cyber Security or Digital Forensics
	3
	

	Minimum 5 years industrial experience in Cyber Security, Network Security, Digital Forensics or Information Security
	4
	

	Professional certifications (CEH, CHFI, CompTIA Security+, Cisco CyberOps, Microsoft Security or equivalent)
	2
	

	Demonstration of practical cyber security, digital forensic and incident response skills during verification
	3
	

	Total
	20
	


B. Building Infrastructure (10 Marks)
	Facility
	Marks
	Obtained

	Theory Classroom (700–800 sq.ft.)
	1
	

	Computer Laboratory (Minimum 1,200 sq.ft.)
	4
	

	Networking & Cyber Security Laboratory
	2
	

	Digital Forensics Practice Area
	1
	

	Server / Equipment Room
	1
	

	Air Conditioning, Lighting, Internet & Ventilation
	1
	

	Total
	10
	


C. Major Equipment (20 Marks)
	Equipment
	Minimum Quantity
	Marks
	Obtained

	Desktop Computers (Core i5/Ryzen 5 or above, 16 GB RAM minimum recommended)
	25
	7
	

	Instructor Workstation
	1
	1
	

	Virtualization Server / High-End Workstation
	1
	2
	

	Managed Gigabit Network Switches
	2
	1
	

	Router / Firewall Appliance
	2
	1
	

	Wireless Access Point
	2
	1
	

	Network Rack with Structured Cabling
	1
	1
	

	UPS Backup System for Laboratory
	1
	2
	

	NAS / Backup Storage Device
	1
	1
	

	External Hard Drives (Forensic Practice)
	5
	1
	

	Write Blocker Device (Hardware Preferred)
	1
	1
	

	Multimedia Projector / Interactive Display
	1
	1
	

	Total
	
	20
	


D. Major Software / Digital Forensic Tools (15 Marks)
	Software / Tool
	Marks
	Obtained

	Windows Operating System (Licensed)
	1
	

	Linux Distribution (Ubuntu/Kali or equivalent)
	2
	

	Virtualization Software (VMware Workstation / VirtualBox / Hyper-V)
	2
	

	Digital Forensic Software (Autopsy or equivalent)
	2
	

	Disk Imaging Utility
	1
	

	Network Packet Analyzer (e.g., Wireshark)
	2
	

	Password Recovery / Hash Analysis Training Tools
	1
	

	Web Browser & Secure Internet Tools
	1
	

	Microsoft Office for Documentation & Reporting
	1
	

	Antivirus / Endpoint Protection Software
	1
	

	Incident Reporting & Documentation Templates
	1
	

	Total
	15
	


E. Relevant Institutional Experience (10 Marks)
	Criteria
	Marks
	Obtained

	Successfully conducted Cyber Security, Networking, Computer Hardware, System Administration or Information Security programmes during the last five years
	4
	

	Experience in Government-funded ICT or Digital Skills Development programmes
	2
	

	Evidence of successful trainee certification and employment/self-employment outcomes
	2
	

	Strong linkages with software houses, SOCs, cyber security firms, IT companies, telecom operators, banks or public sector IT organizations for internships and placement
	2
	

	Total
	10
	


GRAND SUMMARY[bookmark: _Hlk234806100]Recommended Qualification Criteria for this trade
· All mandatory requirements must be fulfilled (Pass).
· [bookmark: _Hlk234806268]Minimum overall technical score: 53/75 (Pass).
· Minimum score in Building + Equipment + Major Software / Digital Forensic Tools: 32/45 (Pass).
· Minimum score in Tutor Qualification: 14/20 (Pass).

	Category
	Marks
	Marks Obtained

	Tutor Qualification & Experience
	20
	

	Building Infrastructure
	10
	

	Major Equipment
	20
	

	Major Software / Digital Forensic Tools
	15
	

	Relevant Institutional Experience
	10
	

	Total
	75
	


Remarks: 

Recommendation:
The Trade of Digital Forensics & Cyber Security for ________________________________________________ is recommended / not recommended / conditionally recommended (mention the conditions in remarks).Signatures:
Team Lead: __________________________________________
Other Member(s):


